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1. In-Lab Live Test (ILLT)

1.1
[ ]
X
Field Test
Bug
1.2
GUI replay
replay stateless (ex. natreplay) stateful (ex.
socketreplay) replay
1.3
ILLT : Checkdev TrafficReplay PC
1
1:ILLT
Checkdev 1. Replay
2. (ex. ARP, ICMP, HTTP, FTP)
3. TrafficReplay TrafficReplay
: PCAPs

TrafficReplay| 1.
2. replay stateless (ex. natreplay) stateful




(ex. socketreplay)
3. Checkdev

4, Checkdev replay
ILLT 1 PCAP Library
ILLT Replay PCAP Library (i.e.
PCAP files)
—
:
\0\\‘ NBL PCAP Library
o 1 ILLT

ILLT ILL¥Checkdev ILLINatReplay ILLTSocketReplay

ILLT ILL¥Checkdev ILLTNatReplay ILLTSocketReplay
1.4

ILLT ILLTCheckdev ILLINatReplay ILL¥SocketReplay



2. ILLT-Checkdev

2.1
( or ) protocol ,
' HTTP, TCP, ICMP, ARP
2.2
daemono A natreplay CXW BuJ = o0
KW emaill ~vin”~ by 1Q
K’ B natreplay WA LW 3> top N , 3
> A v
brLH A & t W 3 n AU,
Kd>p%HhwW, o Kopy A%H + T A
K p° 74 0, h X daemono A natreplayp K W, 1 /1TTXK

o

Wvn CAN ,PK Y wyz~ N
. Aues A/ QAQ Y= ©°o / QyxXxN G¢A 1
Rl

Types of Cécks | ARP, ICMP, TCP, HTTP, FTP

Types of Resulty Functional, Exhausted, Hangifglpw DownReboot

2.3

PC ¥

1. WindowsH UnixlikeW N ' K

2. Java SE Runtime Enviroment

3. WinPcap 4.0.2only needed on windows flatform)
4. libpcap(only need®on linux flatform)




5. JFreeChattbrary(jcommon1.0.14.jasjfreechart1.0.10.ja)

1. Java SE Runtime Enviroment
> P (3 http://java.sun.comd Bt MYu~™ 1" W N
2. Pcagibrary
Linux: ~ libpcap( =P v i aptgetH rpm )
Windows: ~ winpcap, 3 http://www.winpcap.org/install/default.ntmt  u

(windowsAt =~ B WireShark N1~ q winpcap)
3. Jpcapibrary
3 http://netresearch.ics.uci.edu/kfujii/jpcap/doc/download.htmt  ver.0.6
u™ N° W N
4. JFreeChalibrary

jcommon1.0.14 jasjfreechart1.0.10.jatt.  * "QA, nblll 4 &
Linux: ZM jar O “ ° |usrljava/packages/lib/ext/
Windows: ZM jar O “°  CAWINDQVS SunJavalib\ext
( Nqvn © P A java . B library)
2.4

AW G- Avin W, "~y - ey arp check
1.J]. 0 W, 1 °  Z1t (windows, x window )

e —
i Executable Jar Filef


http://java.sun.com/
http://www.winpcap.org/install/default.htm
http://netresearch.ics.uci.edu/kfujii/jpcap/doc/download.html

check device

Configure | Status | Result1 Result2

l/ CheckDevice [’Tcheplayer&Ftp |

CheckDevice

[]compatible [ | forwarding [ | history [_] Excute Time {hr) [] debug mode
‘Device'NPF_{8DB092F0-1F28-4E03-87FF-D3C0692705DF} | - | Interface IP 140.113.94.119 Change Ip

Dutip | | []ARP
Dut Mac Address | | []icmp

Time Out (ms) | | []Tcp Port
Hanging Time Tolerance(s) | | [IHTTP User Hame
Exzhausted Time Tolerance(s) | | Password

Forwarding Check Ip [IFTP
[]SMTP Relay Server
Dut Name | Mail to

[ SMTP AUTH User Name

Password

Check Interval (ms) | |

Save Log: | | Browse

Replay Device IP | |




Configure | Status | Result1 Result2

l/ CheckDevice [’Tcheplayer&Ftp |

CheckDevice

compatible [ | forwarding [| history

‘Device'NPF_{8DB092F0-1F28-4E03-87FF-D3C0692705DF} | - |

Dutlp [140.113.94.126 |

Dut Mac Address |DD:19:cb:f9:4e:f3 |

Time Out (ms) 5000 |

Hanging Time Tolerance(s) |BDD |

Exzhausted Time Tolerance(s) |1 uli] |

Forwarding Check Ip

Dut Name |Test! |

[_] Excute Time {hr) [] debug mode

Interface IP 140.113.94.119 Change Ip

ARP

C]IcMp

[]TCP Port

[IHTTP User Name
Password

CIFTP

[]SMTP Relay Server
Mail to
[ SMTP AUTH User Name

Password

Check Interval (ms) (3000

Save Log: |I0g.bct

| Browse

Replay Device IP

4.£3C—t nvin KW @

CheckDevice

compatible [ |forwarding | | history

¥ T eavef

Load Save

Device'NPF_{8DB092F0-1F28-4E03-87FF-D3CO692705DF} -




£ BT

]

bt = = HRlsE

og

oo
=]
|

LEpmE |7 E)[8

5 My Music
3 My Pictures
3 My Videos

2 =
ELEHE:  |myTest! .xm|| - =

Al :  PhRRER

3 save

[T Hrd

5. dutip sourceip G|

CheckDevice

[w] compatible | |forwarding [ | history | Load Save

[ ] Excute Time (hr)

Device NPF_{8DB092F0-1F28-4E03-87FF-D3C0692705DF} |v| @e P 140.113.94.119
@hm.ﬂa.wza ) [v] ARP

Dut Mac Address |DD:1 Qchidders

[]ICMP



6.C i1 , i B statusu M Tt stat O p

Configure | Status | Result1 Result2

Arp Status Http Status
) Start () Start
") No Response () Ok ) Refuse 1 0K
) Changed ) Timed Out ) Fail
(@) Stop (@) Stop

Icmp Status Tcp Status

) Start () Start

0k ) Refuse 30k

1 Fail ) Timed Out

@ Stop @ Stop

TcpReplay Status

Total TCP Connection: 0
Total UDP Connection: 0
Concurrent TCP Connection: 0

Bandwidth utilization: 0MBps

it Fstart

) power | Start || Stop || Clear || Save |




72 33 > arpcheclA status £ , L1 X arp check starf
M arp okA~ , power radio 11 / R NAE P M

Configure | Status | Result1 Result2

Arp Status Http Status
() Start
) Refuse 1 0K

O Timed Out () Fail

20081217 T F 06:40:52
") No Response (& Ok

2008/12117 FF 06:40:58
) Changed

() Stop i@ Stop
Icmp Status Tcp Status
) Start () Start
0k ) Refuse 30k
1 Fail ) Timed Out
@ Stop @ Stop

TcpReplay Status
Total TCP Connection: 0

Total UDP Connection: 0
Concurrent TCP Connection: 0

Bandwidth utilization: 0MBps

Wrp CheckerArp Checker start check

t @power>| Start || Stop || Clear || Save |

8. b 2,7t stop v XK



9. b ML, ” B Resutb> Q &,> WapS’ 1 okA (oki
WP 100%), Resulr PASS

Testl
Configure | Status | Result1 Result2

Result

Start Tirme: 20081217 T4F 06:40:52
End Tirne: 2008/1 217 TF4F 06:47:50
Check Interval: 3000ms

Tirme Cut: A000ms

ftpis not enable

Fesult PASS

Arp




10gn B Result2d ¢ € , W wn hx,, t apfalAd ¢
s HO ¢ R

E Testl

Configure | Status | Result1

—ap —icmp — http —— tcp

Configuren * G, G+  CheckDevich G, 3 G tcpreplay
A ., T Gy ftp



B check device

EE

[ Configure | Status | Resultl | Result2 |

l/ CheckDevice rTchepIayer & Fip |

CheckDevice

1. 2. 3. 4.
[]lcompatible || forwarding [ history

| ngute Time (hn

7.
[ ] debug mode

eneto 8. ] metacerr 9.
DutIP | 11. | lS'D ARP
Dut Mac Address | 12. | 1907 1cmp
Time Out (ms) | 13. | 20]T1ce Port  21.
Hanging Time Tolerance(s) | 14. | 22 HTTP User Name 23.
Exhausted Time Tolerance(s) | 15. | Password 24
Forwarding Check Ip 16. 25 | FTP
26E| SMTP Relay Server 27-
Dut Name 17. | Mailto  28.
29E| SMTP AUTH User Name | 30.
Password 31
Check Interval (ns) | 32. |
Save Log: | 34. Hg-kmwse
Replay Device IP | 35 |

1. compatible:H m N L_"Kv checkdevl
I daemonA tcpreplayA N "HZ™ f

daemon™QA tcpreplay
ILLTA N
2. forwarding:v n forwardingA Coh check,C T Hwm

, Knu

16.forwarding check ip

cuw”
3. history: Hwm L a" €3 A historyxml W historyw , b start
L 3> A configure| 9 history.xml
4, 5: load, save historyB X 1| Av i history, save, load Kruw )
s
6. excute time:” W0 0, NGt stat YW b (hX A )
"t 0 N
€00 ® N A € ( B hours)
B A T
hX & excutetime ("1 hXHwm) checkdev P’ B pcap uyt A;
excute timet. 0, ®~ ¢ check3 dut (v hanging. A,V v pcap
ub = W loopA Ch ;

~

excute time€ U 0, @&~ checkdev P "H (t A Hx

W  excutetime=2,®y ~ checkdev P 2Hx , ~ pcap y b loop
, 1 B  hangingh A, X/ n’ P 2Hx
7.debugmodeNd € via vah, java console p debug



8. network interface: NS K R check¥sb

9. ip addressf (¢ check¥ B A source ip

10. change ip: 9,” ¢ KX M ipaddress, KW v in 'l buttoni

11.dutip: /7 QA ip address(lan )

12. dut mac address® QA mac addess(lan )

13.time out: &  checkA timeout (&, 8 g milliseconds

14. hanging time tolerance= _ € 3 check fail(http, icmp, arp fail) O
TX P exhaustedA 0

15. exhausted time tolerance: hanging time tolerancg = . € 3 fail

° t hanging,” © t hanging A N

16. forwardingcheck ip:™ forwarding checld ip

17. dut name:'l Ii A", B NA title, ” Xv i smp W' W

identifier

18. arp: v n arp check

19. icmp:v n icmp check

20. tcp: v n tcp check

21. port: & tcp checkA port

22. http: v n http check

23. username; Q http

~

A username

24. password; Q http ~ A password

25.ftp:v n ftpcheck( A n P =T X )
26.smtp:check bno - ~

27. relay server: mail servér ip, © & KW relay

28. mail to:| — W email address

29. smtp auth:v n smtp auth
30. username: smtp auth username
31. password: smtp auth password

32. cleck interval: . € check¢ 1, B 4 milliseconds
33.browse:” |t log , KW " button &3
34.save log: 33.browse,” 1 v A browseKv n'n 8"’

35. replay device ip: P tcpreplayA ip



(2] check device EE
rCunfigure rStatus rResuItl rResuItZ |

CheckDevice | TcpReplayer & Fip |

TcpReplayer

3

6 o
T J/dynamicReadinfo |NAT router mode D

Replay Speed(Mb/s) 38
Lan Interface | 39_ Dut Lan Mac | 40. |
Wan Interface | 41._ Dut Wan Mac | 42_ |

CIDR | 43,

*.pcap Absolute Path | 44,

Wanlp | 45 | Secinterface 46,
Lanip [ 47 |

Fip
IP 438.

User Name 49.

Password 50.
File Name 51.

52. @ ascii ) bin

~ o~ A

36. dynamic read infoHm" & tcpreplay a , W B , oy
tcpreplay P X P MA A( . tcpreplaycoredump K a )

37. mode select: tcprepldy v n | € mode

38. replay speed: replay -, B q Mb/s

39, 40. lan interface, mac address: dut laninterfacey, mac address

41, 42. wan interface, mac address: dut waninterfacey, mac address

43. cidr: tcpreplay 1 B A24H A cidr

44.pcappath:pcap~ , " t¢ ~/ O1 T, t¢3 .,/ 3 tA

i 0on

45. wan ip:J1 match cidr secondary interface , destip header
46. sec interface: ,  41.wan interface

47.lanip: match cidr secondary interface , source ipheader
( 45. 46. 47 tcpreplay "-5" )

48. ip: ftp serveA ip

49. username: ftgA username

50. password: ftgA password

51. file name:™ @ A filename( = €3 )



52. mode selectg A file yr ascii or binary

t W 0 A G,UDXE G

FEX

Configure | Status | Result1 Result2

Arp Status Http Status
(@ Start 20081217 TF 07:03:22 (@ Start 2008/1217 T4 07:03:22
") No Response (& Ok ) Refuse 1 0K
200811217 F4F 07:03:28 2008/1217 "F4F 07:03:28
) Changed ) Timed Out (@ Fail
) Stop ) Stop
Icmp Status Tcp Status
@ Start 2008/12/17 F4F 07:03:22 O Start 1.
Ok Refuse Ok
C 2008/12/17 F4F 07:03:31 = =
1 Fail ) Timed Out
) Stop @ Stop

TcpReplay Status
Total TCP Connection: 0

Total UDP Connection: 0 2 .
Concurrent TCP Connection: 0

Bandwidth utilization: 0MBps

Wrp CheckerArp Checker start check
lemp Checkerlemp Checker start check
Hitp CheckerHitp Checker start check

| ) power | Start || Stop || Clear || Save | 4 |

13 > A checker status

n >pis>» . M checkerAQ YA LY A

W http statust. W, start LY A~ 71 p 07:03:22,y http checker o]
7 3n 22n OA:falLy A Tt p 07:03:28,0y o7 3u 22
n O fail. ., 07:03:34b  fail, T T ="tp 07:03:28",, + LY
T3 | KE "= "C AQ

2. tcpreplay W A ( B )
3} G tcpreplay WA @, - N M WI M+ uh X
enableh , "HW 4 O



3 W GHT "1 Alog

4. a T
power J1 / , @Yy checker P M
start, stopy O b N
clear "Hx 8 °E(1 55 configure)
saver KW 3. A logAB A | W, CO—a w trace vV 1

BC3 . t http fail 'H timed outble 3 ( € N € 2 o A
hangingTimeTolerance, "= "fall 11, "¢ "), ' H no http

," p functionalA &

E0X
Configure | Status | Result1 Result2
Arp Status Http Status
(@ Start 20081217 TF 07:03:22 (@ Start 2008/1217 T4 07:03:22
") No Response (& Ok ) Refuse 1 0K
200811217 F4F 07:03:28 2008/1217 F4F 07:33:39
) Changed @ Timed Out ) Fail
) Stop ) Stop
Icmp Status Tcp Status
() Start 2008/12/17 F 4 07:03:22 () Start
Ok Refuse Ok
C 2008/12/17 F4F 07:03:31 = =
1 Fail ) Timed Out
) Stop @ Stop
TcpReplay Status
Total TCP Connection: 0
Total UDP Connection: 0
Concurrent TCP Connection: 0
Bandwidth utilization: 0MBps
Wrp CheckerArp Checker start check
lemp Checkerlemp Checker start check
Hitp CheckerHitp Checker start check
RAERREERE Process Report 3aaRaest
Mowe: 2008012017 F4F 07:08:33
Fezult: Functional{HTTF)
Campatible mode: Mo Communication to tepreplay
) power | Start | | Stop | | Clear | | Save |




qWw bTTLA report Y

Tesﬂ
Configure | Status | Result1 Result2

Result

Start Tirme: 20081217 T4 07:03:22
End Tirne: 2008/1 217 TF4F 07:39:02
Check Interval: 3000ms

Tirme Cut: A000ms

ftpis not enable

Fesult: FUMCTIONAL

Arp

lemp

@ TimedOut @ Fail

Resultl5Z G

1. Result Area: G 0"l A

n A AW p functional
5 ILLTibb )

2. @ check Q "HP mW

Q. p -
hanginy Z

, Result 3 @y

QxJu

M



L Result2, 1 1 "= "fail2ahF M4 AD (L TN hitpC”

fail, "HW httpfail A F,Z7 Zv 1 OARX )

Configure | Status | Result1

—ap —icmp — http —— tcp




3. ILLT-NatReplay

3.1
TCPReplay NAT replay
Debug
3.2
K~  x» 1 NAT Af
. TCH UPD Q y TCP »
K O Checkdev n ayY AQ
25 p A1 (mark tabley logh y y
KV ap¥h
3.3
W CyY3w Z K (C LANY € WAN)
LANiE
F:
NATreplay 1
W ANUi3EE

i

5-tu

plen Y

N

i

N

HIY)




1| ° Linux/FreeBSBdK WYu ~ Wt T library:
libxmlI2

libnetv1.1Ww @

libpcap

pthread

WD PR

L p .configure AlibranYML P make Y ° 35 1

Y]

3.4

1.’ 0
tcpreplay -C 140.113.0.0/16-i eth2 - eth3 -l 001b:11:4c:74:cf -J
00:1b:11:4c:74:d0 -k 00:0e:0c:71:08:7e -K  00:02:b3:40:e3:1b -5
10.10.105.1,192.168.105.0/24,etm8cord.pcap

2.0 checkdev a
tcpreplay-3 -6

P> LAN K ¢t / TQLANT  subnetn IR WAN Vx3
/ Qrut A WAN Gateway,
WML p1 "H AH" Yz© A YKW & tcpreplaychY At

wp, # A

(1)cC: W + " subnetA2:hH lan RY N4/  wan R

(2)ci: @ lan K

(3)¢g:  wan K

(4) ¢l: lan R 2551 Y~ A destinationMAX € D NAT lan A
MAC

(5)-J:wan  p %BH1 Y~ A destinationMACX © D NAT wan



A MAC
(6) ck:lan 23H"H A source MAY t-i ¢ kM MAC
(7) cK:wlan 255 "H A source MAQ t§ ¢ kI MAC
(8)-5: & nat YQ MW n A L &9t NAT wan

IPY 3M g lan A subnetY n = IP B subnetMY T
T wan A IOY |
¢ T W daemon n Y O checkdev aYT "~ Fop-36-672H
v K| -3 daemor¥  port 799 checkdev 1t ' | -6/
A daemon port 800Y checkdev ., h & ‘0 ~ . YTCP/UDP \%

£ L



4. ILLT-SocketReplay

4.1
socket stateful
packet loss
4.2
W stateful A GO replay TCP connectidhu K sud IP addres®\ Y B |
kK € connectionsA PCAPfig ~ 1+ ~ |
K® UL MNA- 5-tupleY ~ " x WE’ 1
T Uy F 7 "né|
4.3
¢y LinuxA PC Z KYC PCdKYO Memory Hard Disk
- & |

1. Linux OS with Patch kernel
2. Libpcap Library
3. Libnet Libary

1. libpcap libnet

apt-get install libpcaplev libnetdev
2. t N kernek patch

Downlaod socketreplay.tar.gz



tar ¢zxvf socketreplatar.gz
4. t  kernel"QA 2.6.20.3:
wget http://www.kernel.org/publ/linux/kernel/v2.6/linux2.6.27.7 tar.gz
5. Patchf3 kernel Np M
patch¢pO < patch_file
6. kerney & kernelu”
7. P socketreplay

4.4

v IP_1t ¢ KA IPy IP 2t 1} K A IP
socketreplayi test.pcapcx IP_1gy IP_2¢t 2 -

AT replayA pcap = . (ex: test.pcap)

X: Wserven vnAIPAW ::k _ M IP ex: 140.113.23.101)
-y: clientt vnAIPAW ::Kk _ M IP ex: 140.113.23.102)
-t: . 'Q packetx 1o delay(in seconds) ° t (ex: 2)

-0:  preprocessA B A output3 ~  (ex: output.bg)

-r: preprocessA qY - AT ¢Mn (ex:input.log)

-s. ¢ preprocess ] & A connection (ex:y)

- rx W lossrecoveryA a

-p: ~ replay\ 91 X p A connection(ex: 140s)

-m: replayl connectionT replay> M bytesA payload
nH é&-m viaY > M bytesA payloadLY & packetT > n
bytesy Zh 9 dummyA N
-S: & selected replayA U Ju
(ex: 10g/100s/140.113.23.101:200/140.113.23.102:25) L.ag Il replayy,

replayé  connectionA O br |



5. PCARLIibrary

5.1
[ ]
PCAPs P2P
Attack HTTP SMTP POP3 FTP IPS
Attack background traffic
[ (FN) (FP) ]
( )
PCAP Library
5.2
PCAP file
PCAP file
5.3
486/66 MHz ( Pentium )
32 MB RAM

Internet Explorer.® ( )



pcaplibrary.nbl.org.tw

PCAP Library
P 140.113.87.3

{iZf} Restricted Area FEEIAREG et oo SEF{H A EZ
HEEE -

LER S E R e e MBS LT R 2HA

Bk
AEE EFRE  TERRER -

NBL

()

EREERD: [

=

EREE:

[ SRigHmESR

[ m= |

Huif

/7 Peap Library Query System - Windows Internet Explorer

1: PCAP Library

6@, < |g‘ httpatfpeaplibrary.nblorg.tw

=] [#2] [ [coozt

BEE REE WRO FAEEW TAD HEW

Gt - PEE © it B 1

T8 a0 @ Poap Library Qnery Systern

fi -6 - & -EEe - GTRO - 7

amyron |

Pcap ID
Protocol Any |
Query Product SoreeiP

Source Port

Destination IP

Destination Port||

TimeS Froml J

N Tol J

Fortitet Fortiet
Tyxel Tyxel

Company Name |Include: |TippingPoint © AND & OR  Exclude: |TippingPoint
Trend Micro Trend Micro
D-Link D-Link
FortiMet FortiGate 400A 3.00 build0s47 070430 FortiMet FortiGate 400A 3.00,build0547 070430
Zyxel Zyxelvwall 2.000L.0) Zyuel Zyxelvall 2.000L.0)

Device Name  |{Include: |TippingPoint S000E 2.2.6.6540 Ezxclude: |TippingPoint 5000E 2.2.6.6540
Trend Micro Total Discovery Appliance 2.0.1179 Trend Micro Total Discovery Appliance 2.0.1179
D-Link DFL-2500 2.20.02.12-7177 D-Link DFL-2500 2. 20.02.12-7177

Query %I

|

SEAl

Y

®10% -

2: PCAP Library




5.4

Casel.

PCAP Library
Step 1.
Step2. Device Name()
Step 3. Query
PCAP Fil&

Include
()
PCAP
PCAP

Exclude

Download All
“ Get

FortiMet FortiGate 4004 3.00,build0547 070430
Lyxel ZyxelWall 2.0004L.0)

TippingPoint S000E 2.2.6.6540

Trend Micro Total Discovery Appliance 2.0.1179
D-Link DFL-2500 2.20.02.12-7177

Device Name  |[Include:

Esclude:

Fortitet FortiGate 4004 3.00,build0547 070430
Lyxel Zyxelall 2.0004L.0)

TippingPoint S000E 2.2.6.6540

Trend Micro Total Discovery Appliance 2.0.1179
D-Link DFL-2500 2.20.02.12-7177

3: Device Name

==a

Query By PCAP

Dt All P Ele
m D | SowcelP [Source Part] Destimaont? |1 [Proocel] [Dowaiond]
oo 2102z | w [z e | TP [1eestos B G

ForuesFeriate 400A-ws_spp HTTE Hort Heder Bulles Oveciow

e R EET )

Paomsaer s wed

[ rcr [2o0e-04-08 15.0047]

Fortdiet FortGate 400A web_sp. HTTP Host Hewder Buller Overtow

|oosacoooos] 1162162211 B [eo137s]  1ses TCP _[2008-04-08 19.0048]

Fortdiet FortiGote 400A web_ipp: HTTP Host Header Bufi

[0000000006[ 140 113 25

o]

P [ Jower ] g |

Forubet FotGaee 00Aweb_spp HTTP

Header Buller Overtow, repeated 10 temes

commmo0ne] 40 11338 1313237 |anasasizr]

E e |

Foradet T

OAweb_app HTTP Host Header Buffer Oveciow.

conucoos 10 113347 143] ERDEED

)

Teoce 028 150657]

Fortiles ForuGage 200A web_agp, HTTF Hoat Header Biie Orerbom, regesied 2 et

0000000010[ 140 113243.113] _ 4543

A

Fortdet FortGote 400A web_spp. HITP Host Hewder

1655

[1a0 11326820

Forudet ForuGate 400A web_spp HTTP Host Header Bufier Ovecllow

0000000012 1

s s | wmens |

Fortiles ForGate 200Aweb_app: HTTP Host Header Bulfis Overiow, reg eaed 9 st

Ti3aes]_2w0 |20z 13325474 ]

- 3pp HITP.
Gonnoo00ia] 2101716252 | @ [1e0 113297143]

5 o A
s vl

| TCP 0080408150101 G

@ | ToP |2006-04-08 190104 Gn

O e T Y
- epeated 5 emer

208 | TCP [2008-04-08190108] Ga

Foralles FomGaee 400A web_spp HTTP Hoat Header Brse Oreeelow, cegeated 6 et

9 |

21 [ e [aoceonca sorio]

Forilles ForaGate 200485 4

coder FIP Nesied Roquest

0113244 121

wn [ v [ o]

TR

7145z

G8-01.08 15071

‘Fornliet FomGnte 400A web_spp HTTP Host Header Bufier

epeated 19 teme

oo 0 324 z] % | 1162142311 |

£

[

T [socs-bem 50r]

Forudet ForuGate 400A web_sgg HTTP Host Header Buffer Ovecdow

0000000020[ 140113254 185] 21

S

[ T [eoce-0aca1s0120] oot

£

Fortiles FomGare 400Aweb_spp: HTTP Hoet Header Bilfe Ovestiow,cep exied 7 trses

00000021 zoa 7324256 | B0 [ 113 286236]
> Fortie

[2TE]

[ wcr Jeoce-0s08 190126] Gt

T

400Aweb_spp HTTP:

113250185 2068 | 6025

722 &

[ 7cr [eoce-0a-a8 190130 Gt

Foridlet ForuGate 400A webs_pg HTTP Host Hewder Bufler Ovecflow

Page L0 |1

Case?2.

< e |



Step 1.

Exclude

u]

Step 2. Company Name() Include
13 AND”

Step 3.  Query ( FortiNet )
Fortitet Fortiket
Dyxel Lyxel

Company Name |[Include: [TippingPaint O AND & OFE Esclude: |TippingPoint

Trend Micro Trend Micr
D-Link C-Link

5: Compay Name

Download Al Poap File

D Source TP Source Port| Destination IP | Destination Port| Protocol Time

Download

0000005334 | 189.11.65.242 1080 140.113.183.26 1434 UDP |2008-08-06 02:00:03

Get

Zapzel ZymelWall from Any to Any, [type=31g(E001048%] WE-30L Worm propagation
TippingPoint S000E: 1456 M3-20L: Slammer-Sapphire Worm

0000015381] 218.64.237.219 | 3676 [140.113.62.122] 1434 | upp [2008-08-22 00:00:04]

FortitTet FortiGate 4004 database: WMESOL ResolutionService. Stack. Overflow
Zyzel ZymelWall from Any to Any, [type=S1g(8001048)] M3-S0QL Worm propagation
TippingPomt S000E: 1456 BS-SQL: Slammer-Sapphire Worm

0000016246|140.113.124.227] 1434 | 8651578 | 4451 | upp [2008-08-22 10:04:36]

Get

Zazel ZymelWall from Any to Any, [type=31g(E001048%] WE-30L Worm propagation
TippingPoint S000E: 1456 ME-20L: Slammer-Sapphire Worm

0000023603 140.113.126.93 | 1434 [ 222255.25.16 | 1597 | upp [2008-09-24 10:00.01]

Zyzel ZymelWall from Any to Any, [type=S1g(8001048)] M3-3QL Worm propagation
TippingPomt S000E: 1456: WMS-3QL: Slammer-Sapphire Worm

Page:J WJ

6:
Case 3.
Step 1.
Step 2. Company Name Include Exclude
1] ANDH

Step 3. Query ( FortiNet )



Download All Pcap File

™ | SourceIP  [Source Port| Destination IP |Destination Port|Protocol] Time [Dawnload
0000000003 | 210.17.22.228 | B0 [190.113 244 121] 6538 | Top [2008-04-08 13:00:18] et
Fortitlet FortiGate A00 A web_app: HTTP Host Header Buffer Cwerflovw
0000000004 ] 116.214.2.211 | 20 [140.113.247 145] 1980 [ TCr [2008-04-08 12:0047]  Get
Fortildet FortiGate 4004 web_app: HTTP. Host Header Buffer Overflow
0000000005] 116.214.2.211 | 80 [140.113 247 145] 1983 [ Tcp [z008-04-08 19:0048]  Get
Fortilfet ForfiGate 4004 web_app: HTTE. Host Header. Buffer. Overflow
0000000006 [ 140.113.254.230] 1332 | 116.214.2.211 | 50 [ Tcp [2008-04-08 12:0049]  Get
Fortildet FortiGate 4004 web_app: HTTP Host Header Buffer Overflow, repeated 2 times
0000000007 [202.133.245.215] 80 [140.115 244 121] 6861 [ TCP [2008-04-08 18:0050]  Get
FortilTet ForfiGate 400Aweb_app: HITTE. Hest Header Buffer Overflow, repeated 10 times
0000000008[140.113.248 131] 3237 [ 203.84.203.127 | 20 [ Tcp [2008-04-08 12:00:57]  Get
Fortitlet FortiGate 4004 web_app: HTTP Host Header Buffer Overflow
0000000005 [140.113.247.145] 1588 | 202.133.226.45 | 20 [ TCr [2008-04-08 12:00.57]  Get
FortiMet FortiGats 4004 wsb_app: HTTP Hest Header Buffer Overflow, repeated 2 times
0000000010[140.113.243.119] 4543 [ 209.85.175.104 | 50 [ Tcrp [2008-04-08 19:01.00]  Get
Fortitlet ForfiGate A00 A web_app: HTTE Host Header Buffer Cwerflovw
0000000011[125.228.171.248] 1655 | 140.113.248.21 | g0 [ TCr [2008-04-08 12:01.01]  Ger
Fortildet FortiGate 4004 web_app: HTTP. Host Header Buffer Overflow
0000000012[140.113.248 131] 3242 | 60.199.244.6 | 20 [ Tcp [2008-04-08 19:01.04] Get
FortilTet Forti@ate 4004 web_app: IITTE. Hest Header Buffer Overflow, repeated  times
0000000013[140.113.247 145] 2000 | 202.133.254.74 | 50 [ Tcp [2008-04-08 19:01:04] Get
Fortitlet FortiGate 4004 web_app: HTTP Host Header Buffer Overflow, repeated 5 times
0000000014[ 210.17.16.252 | 80 [140.115 247 145] 2008 [ Tcp [2008-04-08 19:01.08] Get
FortilTet Forfiate 4004 web_app’ HTTE Hest Header Buffer Overflow, repeated § times
0000000015[140.113.249.105] 1821 | 210.64.127.99 | 21 [ Tcp [2008-04-08 12:01:10]  Get
Fortitlet FortiGate 4004 ftp_decoder FTP Mested Request
0000000016] 210.17.22.230 | 20 [140.113.244 121] 6570 [ TCr [2008-04-08 13:01.11]  Ger
Fortildet FortiGate 4004 web_app: HTTP Host Header Buffer Overflovw
0000000017[140.113.247.145] 2057 | 21065071 | 50 [ Tcp [2008-04-08 19:0114]  Get
Fortitlet ForfiGate 4004 web_app HTTE Host Header Buffer Overflove, repeated 24 times
0000000018[140.113.247 145 2060 | 21065071 | 80 [ Tcr [2008-04-08 19:01:14]  Get
Fortildet ForfiGate 4004 web_app’ HTTP Host Header Buffer Overflow, repeated 19 times
0000000015[140.113.254 230] 1350 | 116.214.2.211 | 80 [ Tcp [2008-04-08 19:0120] Get
FortilTet Forfi@ate 4004 web_app: HTTE. Host Header Buffer. Overflow
0000000020[140.113.254.185] 2052 | 60.250.67.22 | 50 [ Tcp [2008-04-08 19:01:20]  Get
Fortitlet FortiGate 400 4 web_app’ HTTP Host Header Buffer Overflow, repeated 7 times
0000000021[ 203.73.24.254 | 80 [140.115 246 235] 1417 [ TCP [2008-04-08 19:0126] Get
Fortildet FortiGate 4004 web_app: HTTP Host Header Buffer Overflow
0000000022[140.113.254.185] 2064 | 60.25067.22 | 20 [ Tcp [2008-04-08 12:01:30]  Get
Fortitdet FortiGate A00 A web_app: HTTP Host Header Buffer Owerflow
Fage: [T =] Mext
7
PCAP Library
1: PCAP Library
PCAP ID PCAP 1, 2, 3, e

Protocol

PCAP TCP, UDP,

HTTP,

Source IP

PCAP IP 140. 113.

87

7 ’

1¢

Source Port

PCAP Port 1~ 65535

Destination IP

PCAP IP 140. 113.

87

7 ’

1 ¢

Destination Port

PCAP Port 1~ 65535

Timestamp

PCAP

Company Name

Device Name




6. APP-Test

6.1
realworld applications
HTTP/FTP/Mail client server IM/P2P streaming
X
APPTest
QoS streaming streaming
6.2

Common Application| HTTP, FTP, SMTP, POP3

Streaming Youtube, MLB, NBA, Vlog, Wretch, Xuite, Yam, Google

Instant Messenger | Skype

6.3
PC Controller Client WindowsClient Server
Controller Client Windows Client Server
cPU PAW o PAW @ PAW o PAW o
RAM 128MBW o 1GW 512MB W o 512MB W @
E None None None 60GBW o

n 3 (ON Execute Environment




Gontroller Linux, Javajdkl.6W @
Windows
Client Linux, Javajdkl.6w @ y JPcap0.7
Windows
Windows Windows Javajdkl.6W o y JPcap0.y Winpcap4.y IE6 or IE7
Client only
Server Linux, Javajdkl.6W o y JPcapOyHTTP Serve=TP Servgr
Windows Mail Server(Support SMTP&POP3)

Common Required

1. http://java.sun.com/javase/downlads/index.ip T A jdkY u
2. http://netresearch.ics.uci.edu/kfujii/jpcap/doc/download.htmf jpcapY u
Windows Client
1. http://www.winpcap.org/t  Stable releasé WinPcajY u
(IE> ) n
EmmEEE WA=
—8z | =2 185 | am | mss |2 | ERE
=
=2 =
[ *E#ﬁm%mﬁﬁﬁﬁjm&!
Spaiarele 3
¥] 3![1 POST ﬁxﬁi?ﬁgnﬁjxﬁﬁﬁﬁmtﬁﬁﬁh
] ENBFFEEND I RTT R E e
[] i&F SSL 20
[¥] 1P SSL 30
[v] {8 TLs 1.0
(V] BRFAE 4% XMLHTTP X8
[ ErFA RIS RE LR BN RIS T B2
[V FrFARE-SAN Windnws B@iE* s
« UL L3
*E8 ¥ BERED Intermet Explorer &30
EEAGEFSEGRAR)
3% Internet Explorer 3878
FHERER A7 ~ SRABITESRMIIITH » IEE
SRERFAEEBRIRTE -
REa35E8EEmn S A RN » A 5ElER -
[ == | B ) [ E=ERw
)

IE7



http://java.sun.com/javase/downloads/index.jsp
http://netresearch.ics.uci.edu/kfujii/jpcap/doc/download.html
http://www.winpcap.org/

6.4

WindowsClient

Client to DU’

ontroller to DU

Controller to ontroller to Client

indowsClient \
S

Example Environment

~

0~ udt v Channel
DUT Channel
¥ Device DUT ( €1 O DUTW P Test)
Controller Channel

M Device Controller ( . M Device T Contoller
Internet Channel
DUT B A Channel (FoBtreaming
Stepl. Server

% sh start_server 68.100.4.2f /var/www



-i Server Controller IP rmi Server

Server HTTP Server (

Controller Channel
519762 -
Direcotry(for HTTP POST and FTP upload and SMTPPOP3)

| | Browse
cornfedsip_cli sip program path
| | Browse
]
Start Stop Ready

e o erver Ul

Step2. Client

% sh start_clierti 192.168.1.5

-i Client Controller IP rmi Server
i - o — - 3

Controller Channel
510762 -
‘| HTTP File Directory

i | | Browse
Start Stop Ready
= = JClient Ul
Step3. Windows Client

3.1 SetMouseLocation IE Play



3.2 Step 2 192.168.1.2
3.3 Step3 192.168.2.2
5] a A
l"RmiServerSeuing |

Step1. Set Curosr

| SetMousel ocation I 1

Step2. Choose the ethernet card connected to Controller

519762 h 2

Step3. Choose the ethernet card connected to Internet

|192.168.0.199

| [sen |4

fe80:0:0:0:a509:43b:4cce:1ef

Step4. Start RMI Server

=3

Ready

Step 4.

4.1 Environment

|| % Controller

Controller

Environment [ Test Setup ]’Test Result f Result Chart ]

65.100.4.2 |

To Controller

To DUT
63.100.4.2 ]

Windows Client

To Controller
192.168.1.2 |

DUT
Controller To DUT
192168.2.3 |
DUT To Controlier
192.168.2.1 |
Server
To Controller
Test | 192.168.1.2 | Test |
To DUT
192168.2.2 |
Test|

4.2 Test Setup




| %| Controller

| Emvironment [ Test Setup | TestResult | Result Chart |
DUT Information r Common Application Setup r Application choose r tab4 |
Iteration 2009
Message Directory |ngokumusou Online Tc\ScreenShot| |  Browse
Total Files 2
Concurrent Connection |1000| Per Application
Wait Time s | second |
Conversation Time |5 | Second
Email Address format
® Name@[ip]
_) Name@ip ]
FTP Account
User Name [test ]
| Password |-+ - - - - ] I
File Choose 0 (8 MB) =l Get File List '
1(127 MB) =
2 (1721 MB)
favicon.ico (0 MB) =
Parallel Mode
This settings is set for common application test.
Iteration 2000 6000 job 1000

Threads

4.3



[ Emvironment [ Test Setup rTest Result rResult Chart |

r DUT Information r Common Application Setup r Application choose

Common Application

IHTTP-GET lvl [FTP-upload Ivl [] SMTP/POP3 [] SMTPAMAP

Web Streaming

Config file |C:\Users\philip\Documents |

Youtube MLB ‘ééti_ i;i}
NBA Viog ]

wretcn  xuite
e o
Yahoo Hichannel

Save Co...

Ready

Instant Messaging

[[] Skype
Other Application
[]sip
Streaming Test Time: [0 | Min [10]| Sec

e Sy W W T B
[ Emvironment | Test Setup | TestResult | Result Chart |
Application |Instant Spe...| Max Speed |Average Speed| Total Receive DUT Setting Result

Web Strea...

Youtube 14 KB/s 93 KB/s 1072 KB
MLE 177 KBls 662 KBIs 788 KB
MBA 26 KBis 63 KB/s 526 KB

Huite 178 KBls 230 KBis 3596 KB
Google 21 KBIs 97 KBis 1799 KB

fahoo 94 KBis 289 KB/s 38584 KB

Wlog 124 KBls 293 KBIs 5006 KB

Wretch 102 KBls 249 KBls 3401 KB

am 23 KBIs 217 KBIs 3769 KB

Refresh Time EE sec Start Streaming Test

| | Start | | Export]

4.5



Test Result Chart

sol{ft T — —— I
HBDD. ........... . ................................. . ................
................. e [
ea] 5 5 ' 5 5
..... A S S
= : : p ! ! ! !
E 150 : n ) A A e e ................
%100- 1 R T S .................

S0 | [ A e IS A T
oL .
00:00 00:10 00:20 00:30 00:40 00:50 01:.0c
Time (Minute:Second)
[— — — - — — =]

Controller Environment

. » |
Controller To DUT
192.168.2.2 1 |
DUT To Controller
I 192.168.2.1 2 |
L]
\ S| Server|
To Controller o kil |
19216264138 3 | Test| B 192.168.64.133 6 | Test |
To DUT To DUT 8
192.163.64.138 4 | 192.168.64.133 7 |
Windows Client
To Controller
192.168.64.130 QJ _Test | ‘l 0

1 Controller DUT

DUT Controller

3 Client Controller




4 Client Server

5 Client

6 Server Controller

7 Server Client

8 Server

9 Windows Client Controller
10 Windows Client

ControllerTest SetuDUT Inbrmation

.. Controller LI e

| Environment h Test Setup r Test Result I

l/ DUT Information I Common Application Setup l' Application choose [ File choose |

Account

1 |Fes=]3

User Name 2dmin

Rule Name | BandWidth Lmit | Packet per second Limit

DUT

DUT

DUT HTTP HTTPS

DUT Qos (Pipes)

G| W|IN|F




ControllerTest SetugCommon Application Setup

L Controller e e e o e S

" Environment | Test Setup l Test Resuit i Resuit Chart [

[ DUT Information [ Common Application Setup I Application choose I
Iteration D 1
Message Directory |ngokumusou Online Tc\ScreenShoq 2
Total Files 2 3
Concurrent Connection |-1:J Per Application 4
Wait Time 5 | second 5
Conversation Time l5 | second 6

Email Address format - 1
@ Name@l[ip] 7

) Name@ip

FTP Account T —
User Name [test | 8

Password |- - - - - - |

File Choose Get File List

[ | Parallel Mode 1 O 7

This settings is set for common application test.

1 ( *|teration)
2 Message
3 Message
4 Thread  ( 2, HTTP FTP
HTTP Thread FTP
Parrel Mode )
5 Message Wait Time
6 Message
7
8 FTP
9 (Server run)
10 Application Application
Application




ControllerTest Sefu Application choose

|| Controller |
~ Environment | Test Setup I Test Resuit [ Result Chart |

l/ DUT Information r Common Application Setup I Application choose |

Common Application

iHTTP-GET Iv] IFTP-upload lv] [] SMTP/POP3 [/] SMTPAMAP 1

Web Streaming

Config file |[C)\Users\philip\Documents I

Youtube MLB Get List |
i NBA Viog

Wretch Xuite 2

Yam Google

Delete
N Save Co. g
Ready |
Instant Messaging
[ Skype
Other Application
[]sip 4
| Strommua Tost Tires [0 || ww [10] see: O
| i
| |
1 Applcation
Streaming
Browse: Streaming Config (
Streamingltem.txt)
GetlList: GetList
Add: Streaming Item
Edit: Streaming Item
Delete: Streaming Item
3
4 Sip
5 Streaming (
)




/. SSL VPN Tunnel Capacity

7.1

W ¢ M clientY SSLVPN Ko A tunnel YWy
m n N A throughput,

7.2

vinQCy PC p 1 500 A SSL MRtunnel& tunnel I Tl
- X 1
20 Y SSLVPNtunnglY P K W 1t 9 SSL VPN tunn#yY
HTTR FTR CIFS |
W Throughput Y ¢ tunnel M throughput 1, W"HX tunnel I
throughput,

7.3

1zy4w Y ot

= =
N N

SSLVPN Tunnd




1. CyM W t P nYo Y tunnelln) Linuxy, Java(TM)
SE Runtime Environmehté % o M "QA
2.¢CVt L W AN G Y httpY ftpY cifs & (N 1Y)

client 0] sslvpntester*.tg2Y p WA 3 3 lusrMVv K|

7.4

1. 04 r o
DEVICEE1.1.1
RATE=40
TRAFFIQHtp
SERVER=192.168.254.254
PATH=/big
TRAFFICRATE=10
MODE=capacity
USER test
PASStest
vpnl=1234
vpn2=1234
vpn3=1234
vpn4=1234
vpn5=1234
2. W root B A pptpd N
lusr/test/pptpd
3. P SSLVPNte¢ét ¢*~ &A ¢ u &~ a4 tunnel
Javacjar /usr/test/VPNtest.jar config 500

¢ M, BA Y td
(1) DEVICE:SSLVPN A IP
(2) RATE:é tunnel 0 Y4 A



(3) TRAFIC: dULY  nw zr A Application ( 3 > K
http, ftp,smb) Y 'E&' &N L server, N
(4) DEBUG: Yy debug
(5) MODE: & n Y capacity 'H throughput
(6) SERVERL W http, ftp,smb @ A IP
(7) PATH;, L v& _a ~ A ~
(8) USER:L. server 9A
(9) PASS:L. server YA
(10) TRAFFICRATE: L server ., A
u NogA ¢( o WA vpnl=1234Y" & Y SSLVPN 1 v i A
Y> t YL/ & L
P1 "H A CYt @ Y 3/ ¢ .0y tunnel B3
rd 3LV YBAd YA tunnel = YTNqgo4y A L



8. IGMP Snooping

8.1
K IGMP snoopingA switch (DUTY 0 RFC'Ha & n -
(conformance), 1 LI z "H & A T IETF'H XK A draft
(Draft-ietf-magmasnool2W & MYl IGMP snooping draft4 A IGMP
bz 3 V1 (fclll?), V2 ¢fc2236W u V3 (fc3376) n A 30U
z KW n n" A 3Yuoy ~, 1 3 x | A LN
LIz H Spirent Communicatioe @ A SmartBitsw 1, SmartLil
8.2
DUT IGMP V1V2 V3
(debug)
A IGMP forwarding rules group
E IGMP snooping switch IGMP control messages
control message router port
E IGMP control messag
router port
E report message router port
A Data forwarding rules group
E DUT forward IP data
control switch port
E IP header checksum error
forward port
A VLANagged IGMRorwardingrulesgroup
E IGMP snooping switch VLAN tagged IGMP control
messages control message

router port
E VLAN tagged IGMP control message



router port
VLAN tagged report message router port

8.3

3

DUT device

N/A

SmartBits

N/A

SmartBits 2000, 600, 6000B, 6000C

PC

N/A

[N S ey e

SmartCard or module

N/A

¢ router portY t non-router
port],
KK
SmartBits 2002000
GX1420A/B
ML-7710/7711
ML-7711s
SX7210/7401B
SX7411
SmartBits 600xB00x
LAN3102A B111A/AS
LAN3101A/B
LAN3300A/ 3301A/ 3302A
LAN3306A
LAN332xA

PC

Windows XP
Tcl(Active Tcl 8.4.14.0)

SmartBits

SmartLib 5.50

Chassis firmware 10.51




1 PC SmartBits

Ethernet 10/100

SmartBit

1

2 SmartBit Port Routea Port 3 port Nonrouter
port router port PO ( port)

Router port, eth 10/100

Non-router port, eth 10/100

Non-router port, eth 10/100

Non-router port, eth 10/100

SmartBit

DUT SmartBits SmartCard DUT

Control, eth 10/100

SmartBit

Ex: Qsswatll



~suwat -
|- doc
|- src -
|- master -
|- include
|- testcase
|- slaver
4
3
~/doc/ readme, igs dst_plans.txt
~/src/master/ main.tcl, smb_def.tcl, smb_proc.tcl, dut_def.tcl,

dut_proc.tcl, igmp_proc.tcl, parser.tcl

~/src/master/include/ smartbit.tcl, et1000.tcl, misc.tcl

~/src/master/testcase/ | Igs_ifg.tcl, igs_dfg.tcl, igs_vfg.tcl, igs_spec.tplict
vlan.tcl, priority.tcl, addr_tab.tcl, port_sec.tcl

~[src/slaver/ swat.c
3
8.4
., Windows X N
1.
2. cd swat swat/src/master/
3. étclsh84 main.td
Tcl shell swat/src/master/main.tcl

Ex. % tclsh84 main.tcl

swat/src/master/local/run_test.tcl
Ex. IFG_001 IFG_002




IFG_001 IFG_002
run_test.tcl

(Optional) Control port DUT

Get set counters

DUT DUT counter Ex MIB USR
counter Counter DUT register
Set mode
DUT IGMP V1 V2 V3

Switch VLAN



