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Award Tested Approved Gold

Category

WAF 0 1 0
IPS 0 20 1
SCA 0 1 0
UTM 0 2 0
Gig IDS 0 10 0
IDS 2 24 0
Security Event Management 0 0 1
E-mail Security Gateway 0 1 0
Attack Mitigator 0 3 0
WebApp Firewall 0 1 0
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VA 0 10 0
FW 0 5 1
Total 2 100 3

# 5. 42 NSSCertificate Program 2 5503 F 3
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NSS iz & 55 it % I @ #% &1 £ 3% £ # o0 Certificate Programs’ # ¢ ¢ § UTM »
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Universal Threat Management (UTM)
UTM R e ¢ 17 = 38 # 5 cip|:#: Firewall ~ VPN ~ IDS/IPS ~ Anti Spam ~ Anti
Virus ~ Content Filtering 2 2 Web/URL Filtering > % X 5] 31 UTM % 38 # it eip)
W e hik {7 Performance Comparison siip|3E pF 5 & £ o 2 R & @; T Blde
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transactions/SM TP sessions exceeds 100 ms~ Unsuccessful HT TP transactions/SMTP
sessions » 7 Firewall “wplzE e ¥ 47 UTM »zi 0 T baseline | ~ Test 1.1 &_*
Avalanche/Reflector » Test 1.2 & 1.3 #_* SmartBitdSmartFlow & 7 - & VPN ]
PALA g R Fna e C FE AP N A ERE RSO S R - PI3E IDSIPS
PE - R R D TR P RGBT o Aok R G E R D RR TG oD
attack/exploit signatures- x ® # it ek 2 5 T 14§ |~ |PS Capabilities € & * NSS
exploit 2 % 4 7 NSS evasion tests i3 > #** NSS exploit & i | 3] 75%14 F >
@ NSS evasion tests & i ;7] 3] 100% - Content Filtering 3 & ¥_p| = B384 URL
filtering ~ HTTP/SMTP Content Filtering 12 2 File Blocking » #.ip]3:# HTTP URL
Filter i NSS & {7 2 47 J 7 < URL filtering 742 & » fF 0 102 ™ & X prinens
# URL: 1. News (31%) ~ 2. On-line shopping/Auctions (24%) ~ 3. Adult oriented
(19%) ~ 4. Travel (16%) ~ 5. Sports (10%) - # *+ Avalanche/Reflector -t HTTP
client/server p& | & s ic PF > 973 Boene TR E 4345 F vt B A 4 ¢ 100 URLS
HTTP/SMTP Content Filtering eip| 3% p# > ¢ % web page/mail body » & # m =T 2
¥Fen 3 8D SEX~Viagra-V1@gr@-V | AG RA -~ Xanax ~ X@n@x ° HTTP/SMTP
File Blocking |5 » ¢ 2 2 ™ T2 43 eh ) Bl4% & 2 £ % (request): BAS~ BAT -
CMD -~ COM ~ DLL ~ EXE ~ INF~ PIF~ SCR ~ VB ~ VBE ~ VBS - Anti-Virus =
Performance Comparison ¢ * HTTP 2 SMTP /it & %ipl3# - NSS p % g 4 4 %
4z 1F 10,000 B - H ¢ 80% = inthewild (www.wildlist.org) ~ 20% % z0O virus > @
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T A Y BEP W = < desktop AV 4 pe e 25 infected files s il AV
Capabilities p¥ - NSS iE 9} 100 B 54 # % (80 & viruses in the wild ~ 20 % zoo
viruses) » ¥+t inthewild 7 viruses & jp|3& < 8 100% 14 /B 3] » ZOO Viruses 3R 4
A&7 E5 RS oa 2% k0 f2 DUT L7 5 454 3£ older virusese Anti-Spam
Pl R4 B P 0 NSS j€_SpamArchive (www.spamarchive.org)# 8 7 < 384
grSpam - 4 b p LR A kahk 42:E 100,000 £ B R 5 g R ERE P T o
FFSEA T bl4e @A & 72 s URL @2 % encode ¥ ¥ - Tt NSS &
Anti-Spam Capabilitiesi#];# fF & £ £ DUT i 7| 5 & 4246 50%- % 63 & 7 UTM

&30 a0 R e o

Section Test Group

Firewall Test 1.1 - Performance Comparison — Firewall
Test 1.2 - Firewall Throughput

Test 1.3 - Firewall Latency

Test 1.4 - Firewall Capabilities

VPN Test 2.1 - VPN Capabilities
IDSIPS Test 3.1 - Performance Comparison — IPS
Test 3.2 - |PS Capabilities
Content Filtering Test 4.1 - Performance Comparison - Content Filtering

Test 4.2 - HTTPURL Filter

Test 4.3 - HTTP Content Filter

Test 4.4 - SMTP Content Filter

Test 4.5 - HTTPFile Blocking

Test 4.6 - SMTP File Blocking

Test 4.7 - Content Filtering Capabilities

Anti Virus Test 5.1 - Performance Comparison - Anti Virus
Test 5.2 - HTTPAV Filter
Test 5.3 - SMTPAV Filter
Test 5.4 - AV Capabilities

Anti Spam Test 6.1 - Performance Comparison - Anti Spam
Test 6.2 - SMTPAnNti Spam Filter
Test 6.3 - Anti Spam Capabilities

All Modules Test 7.1 - Performance Comparison - All Modules

Management and Configuration | Test 8.1 - Management & Configuration Features

4. 6: UTM Certification Program z_ ip|:# %% &

Attack Mitigator

Attack Mitigator £_& jp|z& in-line rate-based & Bl H 770 IPS & & 0 G iG#fpiR e

s 3 ez # 3 & ¥ DOS/DDOS # 4] v & » 7 Detection Engine jpl:& ¥ NSS
i * sz 3 2448 > 4o SYN Food ~ ICMP Flood ~ UDPFlood ~ SQL Slammer -
Spoofed IP attack ~ FIN Port Scan ~ Xmas Port Scan % % > NSS+g #f DUT & ’f &

F,Dji’r‘ﬁ J,.,%‘—r,ufud77]~1§»ﬁ I'r—g.;” J/Fpé’iigt/)rﬂm‘§fig 54}“&‘
3 (i.e. i 109%, 20%, 40%, 80%: DUT #f %) > & DUT EF®RET BRI -

Evasion iplz& @ ¢ £ 3 — Baseline (ipl3# (withno evasmn); 3 fE DUT 7 02 i

B B e B Evasion s & 7 T Fragmentation and Timing ; 2 " URL
Obfuscation ;- Attack Mitigation Performance Under Load PlEELEEDUT A7 F
i# B ¢ background traffic 25 » $3 32 B e Bla 4 5 e 2 > Latency & User
Response Times #_jp|:# % background traffic 3 & # = :’{ﬂ* 8 P> DUT shLatency
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% User Response Times 4 3 5 = » Latency €_* SmartBitySmartFlow % #=& &
User Response Times £_* Avalanche/Reflector % 3% » £ 74 & 7 Attack Mitigator
& 1B Section ep| iR w2 o

Section Test Group

Detection Engine Test 1.1 - Attack Detection/mitigation
Test 1.2 - High Volume Attack Detection/Mitigation
Test 1.3 - Resistance To False Positives

Evasion Test 2.1 — Basdlines
Test 2.2 - Fragmentation and Timing
Test 2.3 - URL Obfuscation

Attack Mitigation Test 3.1 - UDP Traffic To Random Valid Ports

Performance Under Load Test 3.2 - HTTP“Maximum Stress” Traffic With No Transaction Delays
Test 3.3 - HTTP“Maximum Stress” Traffic With Transaction Delays
Test 3.4 - Protocol Mix Traffic

Test 3.5 - “Real World” Traffic

Test 3.6 - Maximum Open Connections

Latency & User Response Test 4.1 — Latency
Times Test 4.2 - User Response Times

Stability & Reliability Test 5.1.1 - Blocking Under Extended Attack

Test 5.1.2 - Passing Legitimate Traffic Under Extended Attack

Test 5.1.3 - Resistance to | SIC/ESIC/TCPSIC/UDPSIC/ICMPSIC traffic
Test 5.1.4 - Mitigation of ISIC/ESIC/TCPSIC/UDPSIC/ICMPS|IC
mitigation traffic

Management and Test 6.1 - Management Port
Configuration Test 6.2 - Management & Configuration Features

% T: Attack Mitigator Certification Program z_ jp| 5 %% &

Intrusion Prevention System (IPS) # Multi-Gigabit IPSMGIPS)

& IPS iziagw]® > NSS Approved 4 =z i % %: IPS(Baisc) ~ IPS + Branch
Office ~ IPS + Enterprise ~ IPS+ ISPIMSP > @ MGIPS ® & 4 = = i & %: MGIPS
(Basic) ~ MGIPS + Enterprise ~ MGIPS + ISPIMSP - IPS »z it 3% & 8 7 i8] 1Gbps
m MGIPS % % ¥ i 4Gbps’ B G PR 02 A - 4R Altack
Recognition sz # % W] # 3% High Severity attacks ~ Medium Severlty attacks~ Low
Severity attacks~ Audit only ~ Reconnaissance~ DOS/DDOS~ P2P (optional) ~ Spyware
(optional) ~ Server-to-Client Exploits (optional) % % - Resistance To False Positives
ALY gD - 2 ARl 0 & BEvasion s Y ¢ 7 7 Packet
Fragmentation-~ Stream Segmentation~ RPC Fragmentation~ URL Obfuscation~HTML
Obfuscation ~ FTP Evasion % % - £ 84 & 7 IPSIMGIPS & i Section =ip| &3

B o
Section Test Group
Detection Engine Test 1.1 - Attack Recognition

Test 1.2 - Resistance To False Positives
Test 1.3 - Resistance To False Negatives

Evasion Test 2.1 — Basdlines

Test 2.2 - Packet Fragmentation
Test 2.3 - Stream Segmentation
Test 2.4 - RPC Fragmentation
Test 2.5 - URL Obfuscation
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Test 2.6 - HTML Obfuscation
Test 2.7 - FTPEvasion
Test 2.8 - Miscellaneous Evasion Techniques

Stateful Operation Test 3.1 - Maximum Simultaneous Open Connections
Test 3.2 - Behavior Of The State Engine Under Load
Test 3.3 - Satdless Attack Replay (Mid-Flows)

Detection/Blocking Test 4.1 - Raw Packet Processing Performance (UDP Traffic)
Performance Under Load Test 4.2 - HTTP Maximum Capacity

Test 4.3 - HTTP Capacity With No Transaction Delays
Test 4.4 - HTTP Capacity With Transaction Delays
Test 4.5 - “Real World” Protocol Mix Traffic

Latency & User Response Test 5.1 — Latency
Times Test 5.2 - User Response Times
Stability & Reliability 6.1.1 Blocking Under Extended Attack

6.1.2 Passing L egitimate Traffic Under Extended Attack
6.1.3 ISIC/ESIC/TCPSIC/UDPSIC/ICMPS|IC

6.1.4 Policy Push

6.1.5 Power Fail

6.1.6 Redundancy

6.1.7 Fail Open (Power Fail)

6.1.8 Fail Open (Resource I ssues)

6.1.9 Fail Closed (Power Fail)

6.1.10 Fail Closed (Resource Issues)

6.1.11 High Availability (HA) Option (Stateful)
6.1.12 High Availability (HA) Option (Non-stateful)
6.1.13 Persistence Of Data

6.1.14 1PV6

Management and Configuration | Test 7.1 - Management Port

Test 7.2 - Management & Configuration — General

Test 7.3 - Management & Configuration — Policy

Test 7.4 - Management & Configuration - Alert Handling
Test 7.5 - Management & Configuration - Reporting

% 8:1PS 2 MGIPS Certification Programs z_ jp| ¥ &

Secure Content Appliance (SCA)

NSS &7 - % SCA hA S¥ i e 71 1T Bf# i Anti Maware ~ Anti
Spam ~ Content Filtering 12 2 Web Filtering > % Baseline sz ic Bl3E P € #4977

# iv L B H A B3R > Baseline Throughput §_12 Smartflow & {7 » jpl:® DUT
maximum UDP throughput » # % 2 = packet lossrate §_0 @ Bl et e < /| & 42
64, 128, 256, 512 2 1024 - % Anti Malware ~ Anti Spam % Content/Web Filtering
guplzE? o0 3|0 2 43 a0 pn % 22 UTM Anti-Viruss Anti Spam % Content Filtering
Penph A AR B & 94 & 7 SCA & B Section e E o

Section Test Group

Basdline Test 1.1 - Performance Comparison — Baseline
Test 1.2 - Baseline Throughput
Test 1.3 - Baseline Latency

Anti Malware Test 2.1 - Performance Comparison - Anti Malware

Test 2.2 - Anti Madware Performance With Varying File Sizes
Test 2.3 - HTTPAnNti Maware Filter

Test 2.4 - SMTPAnNti Malware Filter

Test 2.5 - Anti Maware Capabilities
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Anti Spam

Test 3.1 - Performance Comparison - Anti Spam
Test 3.2 - SMTPAnti Spam Filter
Test 3.3 - Anti Spam Capabilities

Content/Web Filtering

Test 4.1 - Performance Comparison - Content/Web Filtering
Test 4.2 - HTTPURL Filter

Test 4.3 - HTTP Content Filter

Test 4.4 - SMTP Content Filter

Test 4.5 - HTTPFile Blocking

Test 4.6 - SMTP File Blocking

Test 4.7 - Content Filtering Capabilities

All Modules

Test 5.1 - Performance Comparison - All Modules

Management and Configuration

Test 6.1 - Management & Configuration Features

4. 9: SCA Caertification Program 2_ g3 %% &

Web Application Firewall (WAF)

7= sl

T8 5

Bl & RlREE Web Ap B ch% 2 B 0 7% Tl eh Web st # 1 £ & 1395

" Open Web Application Security Project (OWASP) | (www.owasp.org) ® » £ {7 %
10 &5 & R F T A 24 iR ¥R I > 4 Buffer Overflows ~ Hidden Field
Tampering ~ Cross Site Scripting (GET) ~ Cross Site Scripting (POST) ~ Parameter
tampering ~ Input Validation ~ Injection Flaws ~ Broken Authentication ~ Cookie

Poisoning ~ SQL Injection

~ Invalid Request ~ Forceful Browsing ~ Information

YA

Disclosure~ Common Exploits % % » % 104 & 7 WAF # # Section cjp|8 3 & o

Section Test Group
Detection Engine Test 1.1 - Attack Recognition
Evasion Test 2.1 - URL Obfuscation

Performance Under Load
(No Security Policies
Applied)

Test 3.1 - UDP Traffic To Random Valid Ports
Test 3.2 - Maximum Capacity HTTP Traffic

Performance Under Load
(Security Policies Applied)

Test 4.1 - Standard Spirent Avalanche Traffic

Test 4.2 - NSS Home Page Only - No Images

Test 4.3 - NSS Home Page + Ten Associated Images
Test 4.4 - Maximum Open Connections

Latency & User Response
Times

Test 5.1 — Latency

Stability & Reliability

6.1.1 Blocking Under Extended Attack
6.1.2 Passing L egitimate Traffic Under Extended Attack
6.1.3 ISIC/ESIC/TCPSIC/UDPSIC/ICMPS|IC

Management and
Configuration

Test 7.1 - Management Port

4. 10: WAF Certification Program z_ jp| 383 &

Test Equipment

NSS plzg? #rig * 1 B 2N 24k > ¢ 7B ¥/ KRE L2 - & Open Source
1 B s L 1L HEerid R 1 B R iAo

RIFFEL L LR R p e

SmartBits Spirent Communications| 3 port #cz R A S AT KRB 7

SMB-6000/SMB-600

;tgé % 254 windows b g a0 5 iE e

B R ALRIE A4

Avalanche/Reflector 2500

Spirent Communications

{ EEF MHmpEnd

kR
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http://www.owasp.org

clientdservers> £ # chrapplication @ g
¢ 32 HTTP(S) ~ FTP~» Streaming ~ MMSS
POP3 ~ SMTP ~ Telnet 14 2 DNS-

Adtech AX/4000

Spirent Communications

Boci RIERE > 2 FPGA el %
%3t @ = 2 3% Ethernet - ATM %2 Frame
Relay » # % i# ¥ 1|i¥ 10Gbps -

VRS

Assurent

Assurent #7# i < Vulnerability Research
Service (VRS) > ¢ A 2 4phE 33 BLF 3 > &
2 2% VA probe~ IPSTilter & 58 1 4t & 9
script K,ért 7 %= ”proof of concept” exploit
o B - BREE SRR R
e7°shell code” »

Traffic IQ Pro

Karalon

2 open source 1 E  tcpreplay %
Tomaahwk #g 1> 5 - fain & replay 1 &,
¥ 2 L ¥ transparent ~ router 2 NAT
790 ¥ P 445 IP address e kig *
application layer e #L o

CORE IMPACT

Core Security
Technologies

IMPACT &_- % p % it 1”penetration
testing tool” -

Catalyst
Switches

6500

Serieg

Cisco

Z= ¥ PIFEEB H & awitch o

Tomahawk

Open Source Tools

Tomahawk ¥ * %3 IPS & F-ehvkic 2
i 4 0 & T it £ (peap file) 4
= client 2 server & =3 > @ﬁi%l@ﬂ?_{g &
Bppwate £33 BESHL YT -
Bitée o

tcpreplay

Open Source Tools

%%ifﬁ,ﬁ&ﬁ% timestamp <% A 4% > F]
M if & switches ~ routers ~ firewalls

m 2 IPS % Tinline, #f4]hA & > ¥ 4p
Tk R FH* -

Metasploit Framework

Open Source Tools

S LB - BEE BRI @
exploit #2748 5% 5 5 § 84717 CORE
IMPACT -

% 11: NSS #7i¢ * chjplzdl 2
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